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LOI CAM ON

Toi xin guri 16 cam on chan thanh dén céc thiy cd, ban bé, déng nghiép va nha
truong di tao diéu kién gitp d& toi trong qué trinh hoc tap vira qua. Pic biét toi xin
gui 1oi cam on thay giao PGS, TS Trinh Nhat Tién, nguoi da huéng dan toi hoan
thanh luan van nay.

Do thoi gian ¢6 han, kha nang con han ché, do vay luan van khong tranh khoi
nhiing sai s6t. Tac gia xin ghi nhan va cam on tat ca cac y kién dong gop cua cac
thay ¢ va cac ban.
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GIAI THICH MOQT SO THUAT NGU VA TU VIET TAT

T 1 Vie ady aa Gii thich
viet tat
ARP Address Giao thuc phan giai dia chi.
Resolution
Protocol
ATTT An toan An toan thong tin
thong tin
CA Certification Lam nhiém vu quéan 1y cap phét va thu hoi ching chi
Authority 5O
CGl Common La mot phuong phap cho phép giao tiép giira server
Gateway va chuong trinh nho cac dinh dang déc ta thong tin.
Interface
CNTT Cong nghé Cong nghé¢ thong tin
thong tin
CQHC Co quan Co quan Hanh chinh
Hanh chinh
CQONN Co quan Co quan nha nudc
nha nudc
CSDL Cosodilieu | Cosodirliéu
DHCP Dynamic Host | Hé thong giao thic cdu hinh IP dong
Configuration
Protocol
DLL Dynamic Link | Thu vién lién két dong.
Library
DNSSEC | DNS Security | La mot co ché bao mat méi bang cach cho phép
cic Website kiém tra cdc tén mién ctia ho va chiu
trach nhiém ddi véi cac dia chi IP theo céc chit ky
dién tir va thuat toan ma hoé cong khai.
EE End Entity Nguoi str dung cudi (co thé 1a mot thiét bi phan cimg
nao d6 hay mot module phan mém vi du nhu
ActiveX, Java Applet)
Firewall Tuong lua La mot k¥ thuat duoc tich hop vao hé thong mang

dé chdng lai truy cap trai phép nham bao vé ngudn
thong tin ndi bd cling nhu han ché sy xam nhap
vao hé théng cuia thong tin khong mong mudn.
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FTP File  Transfer | Giao thirc truyén file qua mang
Protocol
G2B Goverment to | Chinh phu véi Doanh nghiép
Business
G2E Goverment to | Chinh phu véi Cong chirce
Employee
G2G Goverment to | Chinh phu véi Chinh pha
Government
G4C Goverment for | Chinh phu véi Cong dan
Citizen
GDDT Giao dich Giao dich dién tu
dién tu
HTTP Hypertext Giao thtrc truyén siéu van ban.
Transfer
Protocol
HTTPS Hypertext Giao thirc truyén siéu van ban qua mot két noi an
Transfer toan. Khac véi HTTP, né mic dinh cong TCP va bo
Protocol sung thém ting ma hoa/ xéac thuc gitta HTTP va
Secure TCP.
IMAP Internet Giao thic truy cap truyén thong diép trén Internet
Mesaging
Access
Protocol
JSP JavaServer La mot cong nghé Java cho phép cic nha phat trién
Pages tao ndi dung HTML, XML hay mét sé dinh dang
khac cua trang web. Cong ngh¢ nay cho phép nhing
mi Java va mot s6 hanh dong xir Iy dd dugc dinh
trudc (pre-defined actions) vao trong ndi dung tinh
cua trang web.
LDAP Lightweight Giao thirc truy nhap dich vu thu muc theo chuan
Directory X.500. Thong thuong CA st dung dich vu thu muc
Access dé luu trix dir liéu ching chi sé.
Protocol
LRA Local La mot thanh phan tuy chon ctia mot PKI, né duy tri
Registration dinh danh cta nguoi dung tir cdc CA c6 thé phat
Authority hanh cac chtng chi sé.
MAC Message Ma xac thuc thong diép



http://vi.wikipedia.org/wiki/Java_%28ng%C3%B4n_ng%E1%BB%AF_l%E1%BA%ADp_tr%C3%ACnh%29
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Authentication
Code

MITM Man-in-the- | Tan cong trung chuyén. Ké tan cong gia mao nguoi
middle attack | nhan va nhan géi tin trude khi cha nhan that nhan
duoc no.
NNTP Network News | Giao thirc tng dung cua Internet, duoc st dung chu
Transfer yéu trong viéc doc va post cac tin bai dang Usenet
Protocol gua mang. Nguoi doc va nguoi post tin bai cung truy
nhap vao may chu hosting, doc cac bai bao nay mot
cach tryc tiép tir mot 6 dia cuc bo.
PGP Pretty  Good | L& mot img dung duoc dung rat pho bién, cho phép
Privacy ma hoa dir lidu.
PKC Public Key | La chir ky so 1én khoa cong khai cua ngudi dung.
Certificate Thong thuong goi tat 1a chimg chi sb.
PKCS Public Key | Cac chuan chimg chi khoa cong khai
Certificate
Standards
PKI Public ~ Key | Co so ha tang vé mat ma khoa cong khai
Infrastructure
QLHCNN | Quan ly Quan ly hanh chinh nha nudc
hanh chinh
nha nudc
RA Registration Lam nhiém vy trung gian gitta ngudi st dung va CA.
Authority RA nhan ra cac yéu cau ciia ngudi st dung, kiém tra
va chuyén yéu cau 1én cho CA, dong thoi nhan két
qua tir CA vé va chuyén giao lai cho ngudi st dung.
RFC Request  for | La tap hop nhiing tai liu néi vé chuan, nghi thic
Comments cho Internet.
SIMIME | Security/ Cung cap cac dich vu bao mat thong diép cho céac
Multipurpose | tmg dung truyén thong di¢p dién tur.
Internet  Mail
Extensions
SMTP Simple  Mail | Giao thirc ding dé giri Mail tir Mail Client dén Mail
Transfer Server.
Protocol
SSL Secure Sockets | SSL 1a giao thirc da muc dich dé tao ra cac giao tiép

Layer

gitra hai chuong trinh Gmg dung trén mot cong dinh
truéc nham ma hoa toan bo thong tin giri/ nhan.
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TCP

Transmission
Control
Protocol

La mot trong cac giao thirc cot 18i ciia bd giao thirc
TCP/IP. Giao thirc nay dam bao chuyén giao dir liéu
to1 noi nhan mot cach dang tin cdy va ding tha tu.
TCP con phan biét giita dir liéu ciia nhiéu ing dung
(chéng han, dich vu Web va dich vu thu dién tr)
ddng thoi chay trén cting mot may chu.

Telnet

Teletype
Network

Giao thirc mang dugc dung trén cac két ndi voi
Internet hodc céac két ndi tai mang may tinh cuc bd
LAN. Muc dich cta giao thirc TELNET 1a cung cap
mot phuong tién truyén théng chung chung, co tinh
ludng truyén, dung d6 rong 8 bit, dinh hudéng byte.

TLS

Transport
Layer Security

La mot giao thirc dam bao sy bi mat gitra cac ung
dung giao dich dién tir voi nhitng nguoi dung cua nod
khi may khach va may chu giao dich véi nhau, no
dam bao rang khong c6 mot thanh phan tha 3 nao ¢o
thé nghe Ién va sira ddi thong diép. TLS la mot cai
tién cua SSL.

UDP

User Datagram
Protocol

Giao thirc van chuyén khong két noi. Dung UDP,
chuong trinh trén mang may tinh c6 thé goi nhiing
dir liéu ngan dugc goi 1a datagram téi may khéc.
UDP khéng cung cdp su tin cdy va thi tu truyén
nhan ma TCP lam; céc goi dit lidu co thé dén khong
dung thir tu hodc bi mat ma khong c6 thong bao.
Tuy nhién UDP nhanh va hiéu qua hon d6i véi cac
muc tiéu nhu kich thudc nho va yéu cau khat khe
vé thoi gian.

VA

Validation
Authority

La mot giai phap phan mém hoan chinh c6 kha nang
bao mat, md rong va xac nhan chimg chi s hop 18
dbi voi viec mé rong hé thong.

VPN

Vitual Private

Network

La mot mang riéng sir dung hé thong mang cong
cong (thuong 1a Internet) dé két ndi cac dia diém
hodc ngudi st dung tir xa vé1 mot LAN & tru s&
trung tdm. Thay vi dung két ndi phuc tap nhu
duong day thué bao sd, VPN tao ra cac lién két ao
duoc truyén qua Internet giita mang riéng ctua mot
t6 chirc v6i dia diém hodc ngudi dung & xa.



http://vi.wikipedia.org/wiki/TCP/IP
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http://vi.wikipedia.org/wiki/TCP
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MO DAU

Ngay nay khi ma nhu cau giao dich truc tuyén ngay mét tang cao thi méi de doa
va hau qua tiém an ddi voi thong tin trong giao dich dién tir (GDPT) lai tré nén rat
16n. Nguy co rii ro dbi véi thong tin trong GDDT duoc thé hién hodc tiém an trén
nhiéu khia canh khac nhau, nhu: ngudi st dung, kién trac hé théng cong ngh¢
thong tin, chinh sach bao mat thong tin, cac cong cu quan 1y va kiém tra, quy trinh
phan g, ...

Mot trong nhitng nguy co tiém tang nguy hiém nhat d6i v6i mang may tinh mé
1a dao tic tin hoc, xuat hién tur phia bon t01 pham va gidi tinh bdo. Nguy hiém boi
n6 xudt phat tir phia nhitng ké c6 chuyén mén cao va sir dung k¥ thuat tinh vi (nhu
doan mat khau, khai thac cac diém yéu cua hé théng va cac chuong trinh hé théng,
gid mao dia chi IP, don 10ng céac tram dau cudi, cai rép dién tr, virus may tinh pha
hoai CSDL, stra noi dung thong tin theo y d6 den tdi cua ching, tham chi néu can
con c6 thé lam tic nghén kénh truyén,...), khong nhitng dbi voi ting co quan,
doanh nghiép ma con dbi voi ca Chinh pht va anh huong tac hai ciia no6 khong chi
riéng trong linh vuc kinh t& ma ca ddi v6i linh vuc chinh tri, an ninh qudc phong.

Dé giai quyét van dé nay, can nghién ctru xay dung cac hé thong dam bao an
toan thong tin cho cac hé théng giao dich dién tir trén co s quy dinh hién hanh cia
phap luat Viét Nam.

Song song Vvoi sy ra doi rat sém cua cac giai phap va cong nghé bao dam an
toan thong tin néi chung va bao dam an toan truyén tin trén mang may tinh noi
rieng, ly thuyét do phtic tap tinh toan, Iy thuyét mat ma va an toan thong tin da
khong ngumg duogc nghién ciu phat trién va ngay mot tré nén phong phu, hoan
thién. Pay la co sé khoa hoc quan trong va khéng thé thiéu trong viéc giai quyét
cac bai toan vé bao ¢am an toan thong tin trong giao dich dién tir.

bam bao an toan thong tin trong giao dich dién t& n6i chung va giao dich dién
tr phuc vu cong tac quan Iy hanh chinh Nha nudc néi riéng la mot van dé cé tinh
quyét dinh dén thanh cong va hiéu qua cua viéc trién khai cac hé thong ung dung
CNTT trong cac co quan nha nudc. Do vdy viéc nghién ctru dé xuat xay dung cac
mé hinh hé théng dam bao an toan thong tin trong giao dich dién tir 1 viéc 1am cip
bach hién nay. Can phai xay dung duoc cic hé théng dam bao an toan thong tin
trong giao dich dién tir thi khi d6 viéc trién khai xdy dung cac ing dung giao dich
dién tir moi thuc sy hiéu qua va tién t6i xay dung thanh cong Chinh quyén dién ti/
Chinh phu dién tir theo diing nghia cta no.
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Luan van dé cap dén thuc trang vé dam bao an toan thong tin trong giao dich
dién tr ciia cac co quan Nha nuéce hién nay, nghién ctu Iy thuyét, cong nghé dam
bao an toan thong tin va hanh lang phap 1y trong giao dich dién tir, tir 46 dé xuat
xay dung mo hinh dam bao an toan thong tin trong giao dich dién tur cua cac co
quan nha nude va hé théng tmg dung mé phong.

Ludn van gém 4 chwong va 1 phy luc:
Churong 1: Cac khai niém co ban vé Iy thuyét mat ma va an toan thong tin.

Trong chuong nay dua ra cac khai niém toan hoc co ban, dinh nghia va h¢ théng
lai cac van dé Iy thuyét co s dam bao an toan thong tin trong giao dich dién tir
nhu: hé mat ma, chir ky dién ttr, chimg chi sd.

Chuwrong 2: Co s6 ha tang d¢am bao ATTT trong GDDT.

Néu cac van dé dam bao ATTT trong GDDT, vai tro cua co sé ha tang vé mat
ma khoa cong khai trong hé théng GDDT. Trinh bay khai niém, cac thanh phan ky
thuat co ban, cac cong cu, phuong tién va cac giao thuc ciaa né.

Chuong 3: Xay dung mo6 hinh dam bao ATTT trong GDDT phuc vu cong tac
Hanh chinh Nha nudc.

Néu Ién cac loai hinh giao dich dién tur cta co quan Nha nudc dugc quy dinh
hién hanh, danh gia thuc trang vé giao dich dién ti trong cac co quan Hanh chinh
Nha nudc hién nay, dé xuat xay dung mo hinh hé thng dam bao an toan thong tin
phuc vu giao dich dién tr ciia co quan Hanh chinh Nha nudc dam bao cac quy
chuan ky thuat va quy dinh cua luat phap Viét Nam.

Chirong 4: Xay dyng hé thong thir nghiém, mé phong cac hoat dong giao dich
dién tir co ban trong co quan Hanh chinh.

Phy luc: Mot s6 quy dinh cia Nha nuée dam bao cho viéc xay dung va trién
khai cac hé théng giao dich dién tir: Néu van tit co s phap Iy phuc vu xay dung va
trién khai cac hé théng giao dich dién tur tai Viét Nam (Luat giao dich dién tir; Nghi
dinh vé chir ky s6 va chimg thu s6 va mot s6 quy dinh khac trong cong tac Quan ly
Hanh chinh Nha nudc c6 lién quan).
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