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LOI CAM ON

Trong khoang thoi gian nghién cuu va hoc tap tai truong Pai hoc Cong Nghé
- Dai hoc Quo”'c Gia Ha Noi, ban than toi da dwoc sy dong vién va giup do rat lom
cua gia dinh, thcfy co va ban be, dac biét la Thdy PGS. TS. Trinh Nhat Tién - Thcfy
la nguoi triee tiép hwdmg dan ludn vin cho téi, Thay luén chi day méi khi t6i gdp
khé khén trong viéc tim hiéu dé tai cia minh. Thay da givip téi vitng vang va truong
thanh hon rdt nhiéu trén con dwong nghién citu va hoc tip. Thdy oi, em muén giki
t6i Thdy 1oi tri dn chan thanh va sdu sdc nhat, em chiic Thay luén manh khée dé
tiép tuc sw nghiép trong ngueoi va tiép tuc hudng dan nhitng thé hé ching em dat
dwoc nhitng thanh qua cao hon trén con dwong ma minh da chon.

T6i xin bay t6 long biét on chan thanh téi cac Thay - C6 gido, cdc anh chi, cdc
ban trong chuyén nganh Hé thong thong tin - khoa Cong nghé théng tin, nhitng nguoi
luon sat canh bén toi, nhiét thanh chi bao, huong dan va chia sé véi t6i rat nhiéu
nhitng kién thirc vé cong nghé thong tin - dé la nhitng kién thirc quy bdu va bé ich
gilip 16i tw tin hon trong céng viéc ciia minh. Hon thé nita, tinh cam téi nhdn dwoc tiv
nhitng nguoi ban trong khodang thoi gian hoc tdp tai truong da giup chung toi than
thiét hon va tré thanh nhitng ngueoi ban t6t ciia nhau, dé la mét diéu tuyét voilll

TOi xin guri loi cam on chdn thanh téi Ban Giam hiéu Nha truong, Phong Dao
tao sau dai hoc, Pai hoc Cong nghé - Pai hoc Quéc gia Ha Noi da tao diéu kién tot
nhdt givip téi trong sudt qud trinh hoc tdp.

Cudi ciing t0i mudn giri dén gia dinh nhitng tinh cam than thwong nhat. Con
cam on bé me da luén tin twong, dong vién va giip do dé con dat dwoc mo wéc cia
minh. Cam on anh va con luén la ché dwa viing chdc gitip em co gdng phan dau,

cam on cac em da danh moi diéu kién dé giup chi tdp trung vao nghién ciru.

Ha Ngi, ngay ... thang... nam 2016
Hoc vien

Pham Thi Thanh Thuy



LOI CAM POAN

To1 xin cam doan ndi dung trinh bay trong ludn van nay la do to1 tu nghién
clru va tim hiéu duéi sy hudng dan tryc tiép ciia Thay PGS. TS. Trinh Nhat Tién.
Ludn vin nay cia t6i chua timg duoc ai cong bd trong bit cir cong trinh nao trude day.
Trong qua trinh nghién ciru t6i ¢4 tham khao dén cac tai liéu ctia mot so tac gia. TOi
déu c6 trich dan dﬁy du va liét ké trong muc “TAI LIEU THAM KHAO” & cudi
luan van.

Ha N¢i, ngay ... thang ... nam 2016
Hoc vién

Pham Thi Thanh Thuy
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LOI MO PAU

Nhu chiing ta da biét, ngay nay thong tin trd' thanh mot tai nguyén vo gia va
khong thé thiéu trong cac hoat dong ctia con ngudi. Nhu cdu trao dbi thong tin ngay
cang 16n. Mang mady tinh ra doi gidp viéc trao d6i va xtr 1y thong tin mot cach dé
dang va nhanh chong.

Cé4C co quan, tO chirc, ci nhan & khap moi noi trén thé giéi biét dén nhau
thong qua viéc st dung Internet dé trao d6i thong tin va dit liéu. Internet da tac dong
sdu sic dén hoat dong san xut kinh doanh cta cac doanh nghiép va tac dong dén
hau hét moi hoat dong cua doi séng kinh té xa hoi. Trong do, viéc thda thuan va ky
két hop dong gitra cac bén tham gia 13 mot khau rat quan trong doi hoi cic bén phai
thuc hién hop dong theo dung khuon kho phéap 1y va dugc phap luat cong nhan.
Trudc tién, ta phai hiéu Hop dong dién tir 1a gi? Theo [10] Luat Giao dich dién tur
Viét Nam 2005 chi ra ring Hop dong dién tir 1a hop dong duoc thiét 1ap dudi dang
thong diép dir li€u, trong d6 thong di¢p dit li¢u 1a thong tin dugc tao ra, dugce gui di,
duogc nhan va dugc luu triv béng phuong tién dién tat. Trude day, cac bén tham gia
s& truc tiép gip nhau dé gidi thiéu, lya chon san pham, ban bac va cung thong nhat
ky vio hop dong nhung ngay nay nho Internet ma viéc thoéa thuan hop dong giam
dugc nhiéu thoi gian trao d6i gitta doanh nghiép véi doanh nghiép ddi tac ciing nhur
cac khach hang cta ho va sau khi ban bac ho ciing dua ra quyét dinh va ky vao hop
dong nhung khac v6i phuong thirc truyén thong & chd 1a viéc thoa thuan va ky két
dién ra trén mang, d6 chinh 1a Hop dong dién tu.

Van dé dit ra 1a trong moi1 truong mang mot lugng tin hay dit li¢u khi duogc
gui tir nguoi giri dén ngudi nhan thuong phai qua nhiéu nit, nhiu tram khong ai
dam béao rang thong tin dén ngudi nhan khong bi sao chép, khong bi danh cap hay
khong bi sira d6i...Muc 1.3 [2] chi ra rang bao dam an toan thong tin trong thoa
thuan va ky két hop dong cua thuong mai dién tir 13 bao dam viéc xac minh nguén
gbc giao dich, dam bao bi mat, toan ven thong tin va chong chdi bo giao dich. Pay
12 mot van dé cap thiét can phai duoc giai quyét hién nay, xuét phat tir yéu cdu nay
ma tac gia dd lya chon dé tai “Nghién ciru mét so bai todn vé an todn thong tin
trong théa thudn va ky két hop dong ciia thwong mai dién tir” 1am dé tai nghién
clru cua minh.

Trén co so 1am rd mot s bai toan vé an toan thong tin trong giai doan thoa
thuan va ky két hop déng dién tur, luan van s¢€ tap trung nghién ciru mat sb k¥ thuat
dé dam bao viéc xac minh ngudn gdc giao dich, dam bao bi mat, toan ven thong tin

! Phuong tién dién tir 1a phuong tién hoat dong dua trén cong nghé di¢n, dién tu, k¥ thuat sé, tur tinh, truyén
dan khong day, quang hoc, dién tir hodc cong nghé tuong tu.



va chdng chbi bé giao dich ciing nhu thir nghiém chwong trinh thyc hién viée xac
nhan ding hop dong, dam bao thong tin hop dong khong bi sira d6i va tién hanh ky
két hop dong.

Nhiém vu cu thé ma luan van can giai quyét do la:

e Néu rd khai niém, vai tro, dic diém, phan loai, phwong phap va cac van dé
gap phai khi thyc hién thoa thuan hop dong dién tir.

e Phan tich, nghién ctru, tim hiéu mot sb bai toan vé ATTT trong thoa thuin va
ky két hop ddng dién tir.

e Nghién ctru mot sd k¥ thuat dam bao an toan thong tin trong giai doan thoa
thuan hop dong.

e Xay dung chuong trinh thir nghiém sir dung cac k¥ thuat trén dé thyc hién
viée giai quyét mot s6 bai toan trong thoa thuan va ky két hop dong.

Dbi twong nghién ctru ctia dé tai 1a nhitng van dé lién quan dén giai doan thir hai
ctia quy trinh TMPT (giai doan thoéa thuan hop dong), trong d6 dic biét chii trong dén
vi¢c nghién ctru céc k¥ thuat dam bado An toan thong tin trong giai doan nay.

Pham vi nghién ctru cta lun vin  tip trung chu yéu dén cac ky thuat thay
van sd, ma hoa, chit ky sé dé xac minh ngudn gbe giao dich, ddm bao tinh toan ven
thong tin va chéng chbi bo giao dich trong thoa thuan va ky két hop dong. Ngoai ra
con ¢6 mot sb k¥ thuat khac cling duogc dé cap trong luan van.

Vé phuong phap tiép can cua bai toan, tic gia st dung cic phuong phap co
ban nhu:

e Phuong phép phén tich va tong hop 1y thuyét.

e Phuong phap chuyén gia khi tham khao cac gido trinh, bai gidng, tap chi lién
quan dén viéc giai quyét bai toan.

e Phuong phap dién giai cac thuat toan.

e Phuong phap tong hop dé dua ra két luan.

Luan van dugc trinh bay theo bd cuc nhu sau:

Chuwong 1. Cdc khdi niém co ban. Trong chuong nay, tac gia s& néu tong
quan vé An toan thong tin trong TMPT, hudng tiép can, phuong phap giai quyét.

Chuwong 2. Cic bai todn vé ATTT trong théa thudn va ky két hop dong ciia
TMPT. Chuong niy s& gioi thiéu nhimg bai toan vé ATTT trong giai doan thoa
thuan hop dong. Tiép theo 1a dua ra cac k¥ thuat cu thé dé giai quyét timg bai toan
trong giai doan nay bao gdm: Thuy van sd dé xac nhan ding hgp dong, Ma hoa
AES dé ma hoa hop dong va chir ky khong thé phu nhan dé ky két hop dong.

Chuwong 3. Thuc nghiém chwong trinh. 1a chuong cai dat, thi nghiém
chuong trinh ing dung ma hoa AES va chir ky khong thé phu nhan dé giai quyét bai
toan dat ra.



TAI LIEU THAM KHAO

e Tai liéu tiéng Viét:

[1] Trinh Nhat Tién. Gido trinh An toan dir liéu - Pai hoc Cong Nghé - PH Qudc
Gia Ha Noi, 2008.

[2] Trinh Nhat Tién. Bai giang Tong quan vé An toan thong tin trong TMDT - Dai
hoc Cong Nghé - Pai hoc Qudc Gia Ha Noi.

[3] Phan Pinh Diéu. Ly thuyét mat m3 va An toan thong tin, 2002.

[4] Nguyén Pang Hau. Kién thirc thuong mai dién tir, 11- 2004.

[5] Tran Phuong Nam. Tiéu ludn M4t mé va An toan dit liéu-DPHCN-DHQGHN, 2014.
[6] Hoang Thi Van. Tiéu ludn Mat mi va An toan dir licu-DPHCN-DHQGHN, 2013.
[7] Pham Thanh Luan. D6 an tot nghiép: Tim hiéu, nghién ciru mot s6 tinh hudng
trong thoa thuan hop dong dién tir - DPHDL Hai Phong, 2012.

[8] L& Thi Thu. Luan van thac si: Nghién ciru mot s6 giao thirc bao vé thong tin
trong thoa thuan hop dong dién tir - PHCN - PHQGHN, 2011.

e \Website:
[9] http://en.wikipedia.org/wiki/Thuong_mai_dien_tu

[10]_http://www.moj.gov.vn
[11] http://vixra.org/pdf/1405.0049v1.pdf
[12] http://www.dynamicwebs.com.au/tutorials/e-commerce.htm#services

[13]_http://ecommerce.httt.uit.edu.vn

[14] http://en.wikipedia.org/wiki/Digital _signature

[15] http://www.rsa.com/rsalabs/node.asp?id=2344

59


http://en.wikipedia.org/wiki/Thuong_mai_dien_tu
http://en.wikipedia.org/wiki/Thuong_mai_dien_tu
http://www.moj.gov.vn/
http://vixra.org/pdf/1405.0049v1.pdf
http://www.dynamicwebs.com.au/tutorials/e-commerce.htm#services
http://en.wikipedia.org/wiki/Digital_signature
http://www.rsa.com/rsalabs/node.asp?id=2344

* Tai liéu tiéng Anh:

[16] Chaum, David, van Heijst, Eugene and Pfitzmann, Birgit, Cryptographically
strong undeniable signatures, unconditionally secure for the signer (extended
abstract)

[17] Ecient Convertible Undeniable Signature Schemes — D. Chaum, E. van Heys

[18] William Stallings (2007), Cryptography and Network Security, Third Edition.
[19] D. Stinson. Cryptography: Theory and Practice, CRT Press 1995.

[20] N. F. Johnson (2002), Steganography, George Mason University, pp 5-6.
[21] Bruce Schneier (1999), Applied Cryptography, Second Edition.

[22] Alfred J. Menezes Paul C. van Ooschot Scott A. Vanstone (1998): Handbook
of Applied Cryptography, CRC press.

[23] Bart Van Rompay. Analysis and Desigbn of Cryptographic Hash Functions,
MAC Algorithms and Block Ciphers, Juni 2004.

[24] Beno1t Libert Jean-Jacques Quisquater, Identity Based Undeniable Signatures,
UCL Crypto Group, Belgium.

[25] David Chaum, Hans van Antwerpen. Undeniable Signature. CRYPTO.
[26] Moti Young : Weaknesses of Undeniable Signature Schemes.

60



